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'DWD�3URFHVVLQJ�$GGHQGXP

7KLV 'DWD 3URFHVVLQJ $GGHQGXP �³$GGHQGXP´� IRUPV SDUW RI WKH 7HUPV RI 6HUYLFH RU RWKHU ZULWWHQ DJUHHPHQW HQWHUHG
LQWR EHWZHHQ )UDPH 7HFKQRORJ\� ,QF� �³)UDPH´� DQG BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB �³QDPH�´ ³\RX�´ RU ³\RXU´�
WKDW LQFRUSRUDWHV WKLV $GGHQGXP E\ UHIHUHQFH �WKH ³$JUHHPHQW´� DQG JRYHUQV WKH 3URFHVVLQJ RI 3HUVRQDO ,QIRUPDWLRQ
E\�)UDPH�LQ�SURYLGLQJ�LWV�WDVN�DXWRPDWLRQ�VHUYLFH��WKH�³6HUYLFH´��XQGHU�WKH�$JUHHPHQW�

�� 'HILQLWLRQV

��� ³'DWD 6XEMHFW´ PHDQV DQ\ LQGLYLGXDO DERXW ZKRP 3HUVRQDO ,QIRUPDWLRQ PD\ EH 3URFHVVHG XQGHU
WKLV�$GGHQGXP�

��� ³'DWD 3URWHFWLRQ /HJLVODWLRQ´ PHDQV DOO DSSOLFDEOH ODZV DQG UHJXODWLRQV UHODWLQJ WR GDWD SURWHFWLRQ�
LQFOXGLQJ� ZLWKRXW OLPLWDWLRQ� WKH *'35 �DV GHILQHG EHORZ�� WRJHWKHU ZLWK DQ\ QDWLRQDO LPSOHPHQWLQJ ODZV LQ DQ\
0HPEHU 6WDWH RI WKH (XURSHDQ 8QLRQ RU WKH 8QLWHG .LQJGRP� WKH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW RI ���� DV
DPHQGHG E\ WKH &DOLIRUQLD 3ULYDF\ 5LJKWV $FW RI ����� DQG� WR WKH H[WHQW DSSOLFDEOH� LQ DQ\ RWKHU FRXQWU\ RU
VWDWH��DV�DPHQGHG��FRQVROLGDWHG��RU�UHSODFHG�IURP�WLPH�WR�WLPH�

��� ³*'35´ PHDQV WKH *HQHUDO 'DWD 3URWHFWLRQ 5HJXODWLRQ �(8� �������� RI WKH (XURSHDQ 3DUOLDPHQW
DQG RI WKH &RXQFLO RI �� $SULO ���� RQ WKH SURWHFWLRQ RI QDWXUDO SHUVRQV ZLWK UHJDUG WR WKH SURFHVVLQJ RI
SHUVRQDO�GDWD�DQG�RQ�WKH�IUHH�PRYHPHQW�RI�VXFK�GDWD�

��� ³3HUVRQDO ,QIRUPDWLRQ´ PHDQV DQ\ LQIRUPDWLRQ UHODWLQJ WR DQ LGHQWLILHG RU UHDVRQDEO\ LGHQWLILDEOH
QDWXUDO SHUVRQ� VXFK DV �D� QDPH� �E� PDLOLQJ DGGUHVV� �F� WHOHSKRQH QXPEHU� �G� HPDLO DGGUHVV� DQG �H�
JRYHUQPHQW LGHQWLILFDWLRQ QXPEHU� RU RWKHU VXFK FDWHJRULHV DV UHJXODWHG XQGHU 'DWD 3URWHFWLRQ /HJLVODWLRQ�
DQG ZKLFK )UDPH DFFHVVHV RU DFTXLUHV IURP \RX RU RWKHUZLVH 3URFHVV LQ FRQQHFWLRQ ZLWK )UDPH¶V SURYLVLRQ
RI�WKH�6HUYLFH�XQGHU�WKH�$JUHHPHQW�

��� ³3URFHVV´ RU ³3URFHVVLQJ´ PHDQV DQ\ RSHUDWLRQ RU VHW RI RSHUDWLRQV SHUIRUPHG RQ 3HUVRQDO
,QIRUPDWLRQ RU VHWV RI 3HUVRQDO ,QIRUPDWLRQ� ZKHWKHU RU QRW E\ DXWRPDWHG PHDQV� VXFK DV FROOHFWLRQ� UHFRUGLQJ�
RUJDQL]DWLRQ� VWUXFWXULQJ� VWRUDJH� DGDSWLRQ RU DOWHUDWLRQ� UHWULHYDO� FRQVXOWDWLRQ� XVH� GLVFORVXUH E\
WUDQVPLVVLRQ� GLVVHPLQDWLRQ RU RWKHUZLVH PDNLQJ DYDLODEOH� DOLJQPHQW RU FRPELQDWLRQ� UHVWULFWLRQ� HUDVXUH� RU
GHVWUXFWLRQ�RI�3HUVRQDO�,QIRUPDWLRQ�

��� ³6HFXULW\ ,QFLGHQW´ PHDQV D EUHDFK RI VHFXULW\ RI WKH 6HUYLFH RU )UDPH¶V V\VWHPV XVHG WR 3URFHVV
3HUVRQDO ,QIRUPDWLRQ OHDGLQJ WR DFFLGHQWDO RU XQODZIXO GHVWUXFWLRQ� ORVV� DOWHUDWLRQ� XQDXWKRUL]HG GLVFORVXUH RI�
RU DFFHVV WR� 3HUVRQDO ,QIRUPDWLRQ WUDQVPLWWHG� VWRUHG RU RWKHUZLVH 3URFHVVHG E\ )UDPH LQ WKH FRQWH[W RI WKLV
$GGHQGXP�

��� ³6HQVLWLYH ,QIRUPDWLRQ´ PHDQV 3HUVRQDO ,QIRUPDWLRQ UHFHLYLQJ DQ DGGLWLRQDO OHYHO RI SURWHFWLRQ
DV�³VSHFLDO�´�³VHQVLWLYH´�RU�VLPLODU�FODVVLILFDWLRQ�XQGHU�'DWD�3URWHFWLRQ�/HJLVODWLRQ�

�� /LPLWDWLRQV RQ 8VH� )UDPH DFNQRZOHGJHV WKDW \RX DUH WKH GDWD FRQWUROOHU�EXVLQHVV DQG )UDPH LV D
GDWD SURFHVVRU�VHUYLFH SURYLGHU DV GHILQHG XQGHU DSSOLFDEOH 'DWD 3ULYDF\ /HJLVODWLRQ� )UDPH ZLOO 3URFHVV
3HUVRQDO ,QIRUPDWLRQ VROHO\ RQ \RXU EHKDOI DQG SHU WKH $JUHHPHQW LQFOXGLQJ WKLV $GGHQGXP� DQG LQ DFFRUGDQFH
ZLWK DQ\ RWKHU GRFXPHQWHG LQVWUXFWLRQV IURP \RX DQG DV UHTXLUHG E\ 'DWD 3URWHFWLRQ /HJLVODWLRQ� 8QOHVV
LQVWUXFWHG E\ \RX� )UDPH VKDOO QRW VHOO� DVVLJQ� RU OHDVH WR WKLUG SDUWLHV DQ\ 3HUVRQDO ,QIRUPDWLRQ� ,Q WKH HYHQW
)UDPH FDQQRW SURFHVV 3HUVRQDO ,QIRUPDWLRQ SHU \RXU LQVWUXFWLRQV GXH WR D OHJDO UHTXLUHPHQW XQGHU 'DWD
3URWHFWLRQ /HJLVODWLRQ WR ZKLFK )UDPH LV VXEMHFW� )UDPH VKDOO �L� SURPSWO\ QRWLI\ \RX LQ ZULWLQJ �LQFOXGLQJ E\
HPDLO� RI VXFK OHJDO UHTXLUHPHQW EHIRUH FDUU\LQJ RXW WKH UHOHYDQW 3URFHVVLQJ� WR WKH H[WHQW SHUPLWWHG E\ WKH
DSSOLFDEOH ODZ� DQG �LL� FHDVH DOO 3URFHVVLQJ �RWKHU WKDQ PHUHO\ VWRULQJ DQG PDLQWDLQLQJ WKH VHFXULW\ RI WKH



DIIHFWHG 3HUVRQDO ,QIRUPDWLRQ� XQWLO \RX SURYLGH )UDPH ZLWK QHZ LQVWUXFWLRQV� <RX ZLOO EH UHVSRQVLEOH IRU
SURYLGLQJ DQ\ QHFHVVDU\ QRWLFHV WR DQG REWDLQLQJ DQ\ QHFHVVDU\ FRQVHQWV IURP 'DWD 6XEMHFWV ZKRVH¶ 3HUVRQDO
,QIRUPDWLRQ LV SURYLGHG E\ \RX WR )UDPH IRU 3URFHVVLQJ XQGHU WKLV $GGHQGXP� 7R WKH H[WHQW )UDPH SURFHVVHV
'H�,GHQWLILHG RU $JJUHJDWH ,QIRUPDWLRQ� LW ZLOO GR VR ZLWK WKH DSSURSULDWH WHFKQLFDO VDIHJXDUGV DQG EXVLQHVV
SURFHVVHV LQ SODFH WR SUHYHQW DQG SURKLELW UH�LGHQWLILFDWLRQ RI \RX RU D 'DWD 6XEMHFW SHU 'DWD 3URWHFWLRQ
/HJLVODWLRQ� ³$JJUHJDWH´ DQG ³'H�,GHQWLILHG´ LQIRUPDWLRQ VKDOO KDYH WKH VDPH PHDQLQJ DV LQ WKH DSSOLFDEOH 'DWD
3URWHFWLRQ�/HJLVODWLRQ�

�� 6HFXULW\� )UDPH VKDOO LPSOHPHQW� DQG PDLQWDLQ WKURXJKRXW WKH WHUP RI WKH $JUHHPHQW DW DOO WLPHV LQ
DFFRUGDQFH ZLWK WKHQ�FXUUHQW JRRG LQGXVWU\ SUDFWLFH� DSSURSULDWH WHFKQLFDO DQG RUJDQL]DWLRQDO PHDVXUHV WR
SURWHFW 3HUVRQDO ,QIRUPDWLRQ DJDLQVW XQDXWKRUL]HG RU XQODZIXO SURFHVVLQJ DQG DJDLQVW DFFLGHQWDO ORVV�
GHVWUXFWLRQ� GDPDJH� DOWHUDWLRQ� RU GLVFORVXUH� )UDPH VKDOO SURYLGH \RX ZLWK D ZULWWHQ GHVFULSWLRQ RI WKH VHFXULW\
PHDVXUHV EHLQJ WDNHQ XSRQ UHTXHVW DQG H[HFXWLRQ RI DQ 1'$� 7KH 6HUYLFH SURYLGHV UHDVRQDEOH WHFKQLFDO DQG
RUJDQL]DWLRQDO PHDVXUHV WKDW KDYH EHHQ GHVLJQHG� WDNLQJ LQWR DFFRXQW WKH QDWXUH RI LWV 3URFHVVLQJ� WR DVVLVW
\RX LQ VHFXULQJ 3HUVRQDO ,QIRUPDWLRQ 3URFHVVHG E\ )UDPH� )UDPH ZLOO DOVR DVVLVW \RX ZLWK FRQGXFWLQJ DQ\
OHJDOO\ UHTXLUHG GDWD SURWHFWLRQ LPSDFW DVVHVVPHQWV �LQFOXGLQJ VXEVHTXHQW FRQVXOWDWLRQ ZLWK D VXSHUYLVRU\
DXWKRULW\�� LI VR UHTXLUHG E\ WKH 'DWD 3URWHFWLRQ /HJLVODWLRQ� FRQVLGHULQJ WKH QDWXUH RI 3URFHVVLQJ DQG WKH
LQIRUPDWLRQ DYDLODEOH WR )UDPH� )UDPH PD\ FKDUJH D UHDVRQDEOH IHH IRU DQ\ VXFK DVVLVWDQFH� DV SHUPLWWHG E\
DSSOLFDEOH�ODZ�

�� 'DWD 6XEMHFW 5HTXHVWV� <RX DUH UHVSRQVLEOH IRU KDQGOLQJ DQ\ UHTXHVWV RU FRPSODLQWV IURP 'DWD
6XEMHFWV ZLWK UHVSHFW WR WKHLU 3HUVRQDO ,QIRUPDWLRQ 3URFHVVHG E\ )UDPH XQGHU WKLV $GGHQGXP� )UDPH ZLOO
QRWLI\ \RX SURPSWO\ DQG LQ DQ\ HYHQW� QR OHVV WKDQ ILIWHHQ ���� EXVLQHVV GD\V¶ QRWLFH� XQOHVV SURKLELWHG E\
DSSOLFDEOH ODZ� LI )UDPH UHFHLYHV DQ\ VXFK UHTXHVWV RU FRPSODLQWV� 7KH 6HUYLFH LQFOXGHV WHFKQLFDO DQG
RUJDQL]DWLRQDO PHDVXUHV WKDW KDYH EHHQ GHVLJQHG FRQVLGHULQJ WKH QDWXUH RI LWV 3URFHVVLQJ� WR DVVLVW
FXVWRPHUV��LQVRIDU�DV�WKLV�LV�SRVVLEOH��LQ�IXOILOOLQJ�WKHLU�REOLJDWLRQV�WR�UHVSRQG�WR�VXFK�UHTXHVWV�RU�FRPSODLQWV�

�� 5HJXODWRU\ ,QYHVWLJDWLRQV� $W \RXU UHTXHVW� )UDPH ZLOO DVVLVW \RX LQ WKH HYHQW RI DQ LQYHVWLJDWLRQ E\
D FRPSHWHQW UHJXODWRU� LQFOXGLQJ D GDWD SURWHFWLRQ UHJXODWRU RU VLPLODU DXWKRULW\� LI DQG WR WKH H[WHQW WKDW VXFK
LQYHVWLJDWLRQ UHODWHV WR WKH 3URFHVVLQJ RI 3HUVRQDO ,QIRUPDWLRQ E\ )UDPH RQ \RXU EHKDOI SHU WKLV $GGHQGXP�
)UDPH PD\ FKDUJH D UHDVRQDEOH IHH IRU VXFK UHTXHVWHG DVVLVWDQFH H[FHSW ZKHUH VXFK LQYHVWLJDWLRQ DULVHV
IURP�D�EUHDFK�E\�)UDPH�RI�WKH�$JUHHPHQW�RU�WKLV�$GGHQGXP��WR�WKH�H[WHQW�SHUPLWWHG�E\�DSSOLFDEOH�ODZ�

�� 6HFXULW\ ,QFLGHQW� ,I )UDPH EHFRPHV DZDUH RI D 6HFXULW\ ,QFLGHQW� WKHQ )UDPH ZLOO QRWLI\ \RX
SURPSWO\ DQG LQ DQ\ HYHQW QR ODWHU WKDQ IRUW\�HLJKW ���� KRXUV DIWHU )UDPH GLVFRYHUV WKH 6HFXULW\ ,QFLGHQW� ,Q
WKH HYHQW RI VXFK D 6HFXULW\ ,QFLGHQW� )UDPH VKDOO SURYLGH \RX ZLWK D GHWDLOHG GHVFULSWLRQ RI WKH 6HFXULW\
,QFLGHQW DQG WKH W\SH RI 3HUVRQDO ,QIRUPDWLRQ FRQFHUQHG� XQOHVV RWKHUZLVH SURKLELWHG E\ ODZ RU RWKHUZLVH
LQVWUXFWHG E\ ODZ HQIRUFHPHQW RU VXSHUYLVRU\ DXWKRULW\� )ROORZLQJ VXFK QRWLILFDWLRQ� )UDPH ZLOO WDNH
FRPPHUFLDOO\ UHDVRQDEOH VWHSV WR PLWLJDWH WKH 6HFXULW\ ,QFLGHQW¶V HIIHFWV DQG PLQLPL]H DQ\ GDPDJH UHVXOWLQJ
IURP WKH 6HFXULW\ ,QFLGHQW� $W \RXU UHTXHVW� )UDPH ZLOO SURYLGH UHDVRQDEOH DVVLVWDQFH DQG FRRSHUDWLRQ
FRQFHUQLQJ DQ\ QRWLILFDWLRQV WKDW \RX DUH OHJDOO\ UHTXLUHG WR VHQG WR DIIHFWHG 'DWD 6XEMHFWV DQG UHJXODWRUV�
)UDPH�PD\�FKDUJH�D�UHDVRQDEOH�IHH�IRU�VXFK�UHTXHVWHG�DVVLVWDQFH�

�� 6XESURFHVVRUV� <RX DJUHH WKDW )UDPH PD\ GLVFORVH 3HUVRQDO ,QIRUPDWLRQ WR LWV VXEFRQWUDFWRUV IRU
SXUSRVHV RI SURYLGLQJ WKH 6HUYLFH �³6XESURFHVVRUV´�� SURYLGHG WKDW )UDPH �L� VKDOO HQWHU LQWR DQ DJUHHPHQW
ZLWK LWV 6XESURFHVVRUV WKDW LPSRVHV RQ WKH 6XESURFHVVRUV REOLJDWLRQV UHJDUGLQJ WKH 3URFHVVLQJ RI 3HUVRQDO
,QIRUPDWLRQ WKDW DUH DW OHDVW DV SURWHFWLYH RI 3HUVRQDO ,QIRUPDWLRQ DV WKRVH WKDW DSSO\ WR )UDPH KHUHXQGHU�
LQFOXGLQJ UHTXLULQJ WKH 6XESURFHVVRUV WR RQO\ SURFHVV 3HUVRQDO ,QIRUPDWLRQ WR WKH H[WHQW UHTXLUHG WR SHUIRUP
WKH REOLJDWLRQV VXEFRQWUDFWHG WR WKHP� DQG �LL� VKDOO UHPDLQ IXOO\ OLDEOH IRU DOO REOLJDWLRQV VXEFRQWUDFWHG WR� DQG
DOO DFWV DQG RPLVVLRQV RI� WKH 6XESURFHVVRUV� )UDPH¶V FXUUHQW OLVW RI 6XESURFHVVRUV LV ORFDWHG DW
KWWSV���IUDPH�DL�OHJDO�IUDPH�VXESURFHVVRUV�� )UDPH ZLOO LQIRUP \RX RI DQ\ LQWHQGHG FKDQJHV FRQFHUQLQJ WKH
DGGLWLRQ RU UHSODFHPHQW RI 6XESURFHVVRUV� <RX ZLOO KDYH DQ RSSRUWXQLW\ WR REMHFW WR VXFK FKDQJHV RQ
UHDVRQDEOH JURXQGV ZLWKLQ WHQ ���� EXVLQHVV GD\V DIWHU EHLQJ QRWLILHG RI WKH HQJDJHPHQW RI WKH 6XESURFHVVRU�
,I \RX REMHFW WR D QHZ 6XESURFHVVRU� DV SHUPLWWHG LQ WKH SUHFHGLQJ VHQWHQFH� WKHQ )UDPH ZLOO XVH UHDVRQDEOH
HIIRUWV WR PDNH DYDLODEOH WR \RX D FKDQJH LQ WKH 6HUYLFH RU UHFRPPHQG D FRPPHUFLDOO\ UHDVRQDEOH FKDQJH WR
\RXU FRQILJXUDWLRQ RU XVH RI WKH 6HUYLFH WR DYRLG 3URFHVVLQJ RI 3HUVRQDO 'DWD E\ WKH REMHFWHG�WR 6XESURFHVVRU
ZLWKRXW�XQUHDVRQDEO\�EXUGHQLQJ�\RX�



�� 'DWD 7UDQVIHUV� )UDPH 3URFHVVHV 3HUVRQDO ,QIRUPDWLRQ XQGHU WKH $JUHHPHQW LQ WKH 8QLWHG 6WDWHV�
$FFRUGLQJO\� ZKHUH UHTXLUHG E\ 'DWD 3URWHFWLRQ /HJLVODWLRQ �L�H�� ZKHUH \RX DUH ORFDWHG LQ WKH 8QLWHG .LQJGRP�
D 0HPEHU 6WDWH RI WKH (XURSHDQ (FRQRPLF $XWKRULW\ RU 6ZLW]HUODQG�� \RX DQG )UDPH ZLOO HQWHU LQWR 6WDQGDUG
&RQWUDFWXDO &ODXVHV �&RQWUROOHU WR 3URFHVVRU� �³0RGHO &RQWUDFW´�� ZKLFK ZLOO EH DWWDFKHG KHUHWR DV ([KLELW $�
ZKHQ�DSSOLFDEOH�

�� ,QIRUPDWLRQ� )UDPH VKDOO PDNH DYDLODEOH WR \RX DOO LQIRUPDWLRQ QHFHVVDU\ WR GHPRQVWUDWH FRPSOLDQFH
ZLWK WKH REOLJDWLRQV ODLG GRZQ LQ WKLV $GGHQGXP DQG DOORZ IRU DQG FRQWULEXWH WR DXGLWV� LQFOXGLQJ LQVSHFWLRQV
FRQGXFWHG E\ \RX RU DQ DXGLWRU PDQGDWHG E\ \RX� )UDPH PD\ FKDUJH D UHDVRQDEOH IHH IRU VXFK UHTXHVWHG
DVVLVWDQFH H[FHSW ZKHUH VXFK LQYHVWLJDWLRQ DULVHV IURP D EUHDFK E\ )UDPH RI WKH $JUHHPHQW RU WKLV
$GGHQGXP� WR WKH H[WHQW SHUPLWWHG E\ DSSOLFDEOH ODZ� )UDPH VKDOO LPPHGLDWHO\ LQIRUP \RX LI� LQ LWV RSLQLRQ� DQ
LQVWUXFWLRQ�LQIULQJHV�WKH�'DWD�3URWHFWLRQ�/HJLVODWLRQ�
��� 5HWXUQ RU 'LVSRVDO� 8SRQ WHUPLQDWLRQ RI \RXU 8VHU $FFRXQW IRU DQ\ UHDVRQ� )UDPH ZLOO UHWXUQ RU
GHVWUR\�3HUVRQDO�,QIRUPDWLRQ�DW�\RXU�UHTXHVW�DQG�FKRLFH�

7KH�SDUWLHV¶�DXWKRUL]HG�VLJQDWRULHV�KDYH�GXO\�H[HFXWHG�WKLV�$GGHQGXP�
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